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FileMaker® Server1 is the core of effective and powerful enterprise
workgroup and small business deployment of FileMaker® Pro databases.
Effective and powerful performance of those databases depends upon
optimal server CPU hardware architecture and correct software
configuration for the FileMaker Pro family of products.

In this article we will address four core elements required for the
effective and powerful use of FileMaker Server:

•Recognition of the fact that FileMaker Server is at the core of a
distributed, multi–user information system.

•Proper configuration of the hardware needed to run FileMaker
Server.

•Proper configuration of the FileMaker Server service or daemon.

•Network Architecture and related issues.

The article does not address multi–user FileMaker Pro file
architecture issues or best practices for such design.

FileMaker Server At The Core

FileMaker Server, irrespective of the platform on which it is
running2, is at the core of a modern distributed, multi–user information
system.  It provides for the robust, safe, and vigorous distribution of
FileMaker Pro files to Local Area Networks, to Wide Area Networks, and
to the World Wide Web for modern browser access in conjunction with
FileMaker Pro 6 Unlimited (see page 4 for more details).

                                               
1 Formerly known as FileMaker Server 5.5

2 Windows 2000 Server, Windows NT4  Server, Red Hat Linux. Macintosh OS
X, Macintosh OS X Server, or Macintosh OS 9
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Yet, despite its centrality, the product and its functions are not as well
understood by many developers and IT/IS/DBA personnel as they might
be.  What does FileMaker Server do?  What does it not do?  How does it
distribute information across LAN's and WAN's?

With the exception of Macintosh OS 9 where it runs as an
application3, FileMaker Server runs as either a service on Windows 2000
Server and Windows NT 4 Server or as a daemon on Macintosh OS X and
on Red Hat Linux 6.2 or 7.0.  The immediate practical effects of
FileMaker Server's being run as a service or a daemon include that no user
need be logged onto the server CPU for it to operate and that it takes
advantage of the capability of modern operating systems to optimize
service performance.  Additionally, these modern operating systems are
capable of pre-emptive multi–tasking and protected memory, thus assuring
safe and optimal performance for FileMaker Server.

FileMaker Server hosts up to one hundred twenty–five files for
multiple simultaneous access.  It permits up to two hundred fifty users to
have simultaneous access. These users can connect to FileMaker Server
using FileMaker Pro 6.0,  FileMaker Pro 5.5 or FileMaker Pro 5.04

running on a variety of Windows OS or Macintosh OS platforms.  It
supports AppleTalk and TCP/IP as network protocols on Macintosh OS 9,
TCP/IP on Macintosh OS X,  and TCP/IP and IPX/SPX on Windows OS.
However, as a practical matter, best practice is to use TCP/IP, especially
since it is the only cross–platform protocol and the only protocol
supported for OS X or Linux.  Also, since each protocol adds a certain
amount of overhead, it is best to utilize just one.  Note that if using
AppleTalk, there is a limit of only 124 simultaneous guests rather than the
250 otherwise available.

In hosting these files for multi–user access, FileMaker Server
performs several key functions, the most important of which is storing the
indices for all the files.  The other absolutely key function it serves is to
provide the simultaneous access to multiple users of multiple files.5

Additionally, it provides for automated backups of the files at
Administrator specified intervals, the automatic updating of plug–ins to
guests6, or the sending of messages to specified users across the LAN or
WAN.

                                               
3 Entailing special considerations for its configuration and deployment, all
covered later in this article.

4 See the FileMaker Inc. website for the most current updates.

5 In so-called "peer to peer" hosting, FileMaker Pro is severely constrained in
this regard.

6 Something that requires proper configuration of preferences in both
FileMaker Server and FileMaker Pro 5.5 or FileMaker Pro 6 as well as
specific script steps.
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Care and Maintenance of FileMaker Pro Files

FileMaker Pro files hosted for access by FileMaker Server frequently
contain critical organization data.  They should be treated as important
resources.  They should be well maintained and guarded for their
structural integrity.

Through misconfiguration or other incidents, it is possible that files
hosted by FileMaker Server might crash.7  In some instances
administrators or developers might receive information to the effect that a
file requires recovery.  The purpose of the "Recover" command is to get
the files into sufficiently stable condition to extract all the data and then to
insert those data into clean, non–corrupted copies of the file.  We strongly
recommend against the continued use of recovered files; these files are
almost certainly corrupt, and they could become unstable at any time.

Despite its name, there are several things FileMaker Server does not
do.  It is not a "server–side" application, performing tasks and returning
results to "dumb" clients.  Rather,  most of the work is done by the
FileMaker Pro application running on user workstations.  Data is drawn
from the files hosted on the server, manipulated, and updated to the files
on the server CPU in a continuing stream of packets passing between
FileMaker Pro and FileMaker Server.

In a typical LAN configuration, FileMaker Server's role can be
graphically represented in this fashion:

Figure One.  FileMaker Server hosting files on a LAN.
                                               
7 A robust Uninterruptibe Power Supply System (UPS) can prevent one of the more
damaging incidents:  the power loss induced crash of a set of FileMaker Pro files.
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This is a typical 10BT or 100BT LAN connection where the server
CPU is connected through a hub or switch to various workstations running
FileMaker Pro or FileMaker Pro Unlimited.

Let's examine one of these workstations for a moment:

Figure Two.  Workstation CPU running FileMaker Pro or FileMaker
Pro Unlimited.

This workstation might be running FileMaker Pro or FileMaker Pro
Unlimited.8  It may be used just as a user's workstation.  Or it may, in turn,
serve as a web host or a web broadcaster, providing access for modern
web browsers to view and possibly to update data from the files.

Here is an important and frequently misunderstood point:  if you
want to provide for web browser access, then you must use a copy of
FileMaker Pro or FileMaker Pro Unlimited.  FileMaker Server only
hosts FileMaker data to FileMaker clients - either Pro or Unlimited.
FileMaker Server does not broadcast to web browsers.  The files being
broadcast can be hosted on the CPU running FileMaker Pro or FileMaker
Pro Unlimited; or, they can be hosted on FileMaker Server, with the
workstation accessing them as guest and in turn rebroadcasting them for
web browser access.

Suppose that you wanted to extend access to your system to points
outside your LAN.  FileMaker Server can do this easily.  Using the
TCP/IP protocol, FileMaker Server supports connections over WAN's
from guests running FileMaker Pro or FileMaker Pro Unlimited using port
5003.  That WAN can be a leased circuit, or it can be the public Internet.
Such a WAN based access can be represented graphically:

                                               
8 The core difference between these two products is that FileMaker Pro
Unlimited permits an unlimited number of web browser based connections to
it in a rolling twelve hour period, whereas FileMaker Pro has a limit of  ten
such connections.
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Figure Three.  WAN based configuration.

In this configuration, FileMaker Server hosts files both to its own
LAN, and to other LAN's via connections between LAN's using routers.

WAN
via
routers
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Server CPU Hardware Configuration

The choice of the operating system software will have direct impact
on the selection of appropriate hardware for the CPU running FileMaker
Server.  If using Windows 2000 Server or Windows NT 4 Server9 consult
the Microsoft Hardware Compatibility List for those CPU's, drives,
network cards, and other devices supported for these OS.  A CPU with a
true server class chip (Pentium/Athlon rather than Celeron/Duron) is the
best option, and a minimum clock speed of 800 MHz is now standard. If
using Macintosh OS X, use a CPU with a G-4 processor running at least
800 MHz clock speed.  Installed RAM of 256 to 384 MB is sufficient for
FileMaker Server. Red Hat Linux can successfully run FileMaker Server
on a Pentium II or greater CPU.

FileMaker Server, irrespective of the operating system chosen for the
CPU, should run on a dedicated CPU.  This means that other applications
and services should not be run on the same machine.  This explicitly
includes email servers, domain name servers, LDAP, PDC/BDC, and so
forth.  Additionally FileMaker Pro and FileMaker Server should never be
run simultaneously on the same machine.  FileMaker Pro can be installed
on the server CPU for local file maintenance; however before using it,
completely stop the FileMaker Server service or daemon and turn off
networking on FileMaker Pro application preferences to prevent accidental
access.

Dual processor CPUs are not necessary for FileMaker Server.
FileMaker Server is not written specifically to take advantage of dual
processors in OS 9, and can only gain minimal advantages given by the
OS on the other platforms.  Since FileMaker Server makes minimal use of
the CPU, it's seldom worth the extra investment.

The type of hard drive installed in the server CPU is the most
important consideration in server CPU construction.  FileMaker
Server makes intensive use of cache to disk to cache activity.  Therefore,
the quality of the hard drive and of its associated controller are
exceptionally important. We strongly recommend the use either of an
Ultra Wide SCSI type drive or of a RAID 5 array, particularly in high
traffic environments or with mission critical data.  Do not use the typical
ATA or IDE type drives that come in many off the shelf type CPU's.  If a
particular CPU comes with an ATA or IDE drive that can not be removed
and replaced with either the UW SCSI or RAID 5 drives, then it is not a

                                               
9 Windows XP Home, Windows XP Professional, Windows 2000 Professional
Edition or Windows NT 4 Workstation should not be used for the OS on
machines running FileMaker Server.  These OS are for applications, and they
are not optimized for services.
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good candidate for a FileMaker Server CPU.  Cache controller hardware
can further enhance the speed and reliability of SCSI or RAID drives.

Use a high quality server type network interface card capable of
supporting either 10BT or 100BT Ethernet connections.  Additionally use
a CPU with dual power supplies for redundancy where possible, and
always have the server CPU connected to an Uninterruptable Power
Supply.

A quick word about the Apple Xserve: The Xserve is now a
supported platform for FileMaker Server. With the introduction of the
hardware RAID capability, and despite the lack of asynchronous I/O in OS
X, a number of  initial developer reports have indicated that performance
is improved over similarly configured non-Xserve machines, likely due to
the enhanced bus architecture.  Given the higher price, the rack mounting
options, and the potential for performance improvements, the reader
should weigh the Xserve option carefully.

File Sharing Considerations
Some tweaking of the OS is usually necessary for effective use of

FileMaker Server.  First and foremost, the general file sharing capabilities
of the OS on Macintosh OS 9, Macintosh OS X, Windows 2000 Server,
and Windows NT 4 Server should be turned off.  FileMaker Server and
FileMaker Pro do not need this feature. Attempting to access or to use
FileMaker Pro files via the OS file sharing can lead to any number of
problems and difficulties with multi-user FileMaker Pro files.  In many
circumstances this can lead to the corruption of FileMaker Pro files.

 Some developers have advocated the position that file sharing may
be enabled, but blocked for the partition or directory holding the
FileMaker Server service or daemon and the FileMaker Pro files.  The
belief is that other partitions or directories may be safely shared.  We do
not hold to this belief.

However, there is the inverse of this practice; namely, where only the
partition holding the data files is shared.  In Windows 2000 Server and
Windows NT 4 Server as part of the Server services, an Admin level
sharing access capability exists.  This process allows access to a drive or
folder, but only by the administrator of that specific server CPU.  This is a
separate and distinct process from normal sharing or mapping of drives of
folders with varying permissions.

It is the judgment of Tony Miller and his SE colleagues that under
appropriate and rigidly controlled circumstances that this Admin level
sharing of a drive can be allowed for purposes of moving files onto or off
of a server CPU.  The file sharing capabilities of the operating system can
be important for backups. FileMaker Server should make an initial backup
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by writing the backup to a local drive. Thereafter  an enterprise backup
tool can access the backup via an Admin Share.  This applies only to
Linux, Windows 2000 Server, Windows NT 4 Server, and Mac OS X.
File sharing should never be used under Macintosh OS 9.  Steven
Blackwell prefers a more conservative approach of not using Admin level
sharing, but agrees that Admin level sharing can safely occur under proper
circumstances as described below.  An alternative approach is to have the
locally written backups pushed to a restricted, protected directory on the
enterprise file server, thus avoiding the need for the Admin share on the
FileMaker Server CPU.

Under such tightly regulated circumstances, provided files are first
closed using remote administration, the files may be safely moved or
replaced.  Under no circumstances should files be opened via a shared
drive.  Such drives should never be mapped, and access to them should be
through the UNC names.  This set of circumstances is most likely to be
deployed in larger organizations where the servers are physically secured
away from DBA access or even access by some in the IT department.

In Windows 2000 Server, Windows NT 4 Server and Linux, the
remote administration plug-in is the only way that individual files may be
opened or closed without stopping or restarting the FileMaker Server
service or daemon. In Macintosh OS X, individual files may be opened
from the  FileMaker Server Config cocoa interface application.

We note that merely closing a single file is insufficient if there are
any other files remaining open that might call the closed file via a
relationship, causing end users to be prompted to identify the missing file
which they couldn't do.  Therefore, the safest approach is to close all files
in a particular solution set to avoid breaking relationships.  Administration
of this is eased by using folders easily to identify related files and start or
stop them at once with remote administration.

Even if Admin level sharing is enabled, IT administrators should
be cautious about moving or files unless they are certain that the files
are actually closed.  The Admin Windows of the Remote Admin plug-in
gives this information.  This window is accessed from the same location as
the usage Windows shown in Figures Nine, Nine-A, and Nine-B.

Keep these key points in mind:

•Do not open the FileMaker Pro files via a shared volume.

•Do not run FileMaker Pro and FileMaker Server at the same time
on the same machine.

•If electing the $$Admin share process, do not map the drive, and
access it only through the UNC name.
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We strongly recommend following these practices regarding file
sharing very carefully.  Failure to follow them can cause serious problems.

Disable other services running on the server CPU that are not needed
for the effective and powerful use of FileMaker Server.  This includes
such items as Terminal Services, DNS, etc.  As noted above, the CPU
running FileMaker Server should be fully dedicated.  Additionally,
especially in Windows 2000 Server, there are specific settings further to
optimize the OS for running services.  We recommend using this option.
In the “System Properties”, under the “Advanced” tab, under
“Performance Options...”, choose Optimize performance for:
“Background services.”

Figure Four.  System Properties Windows 2000 Server.

Microsoft issues Service Packs with upgrades and fixes for its
operating systems from time to time.  In some instances these changes
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have had unexpected affects on FileMaker Server.  If running FileMaker
Server under Windows NT Server 4, use either Service Pack 5 or Service
Pack 6A for best results.  Best practice is to apply such updates to a test
system prior to application on a production server to verify everything
works together as desired.

Such items as screen savers (other than fade to black) and energy
saver systems should be completely turned off on the CPU's running
FileMaker Server. Color depth should be set lower (256 or thousands of
colors) rather than using extra resources for little to no reason.
Additionally, virus checking systems, especially those that actively scan
files, should also be disabled.

If running FileMaker Server under Macintosh OS 9 as an application,
there are a number of special considerations.  First, since OS 9 runs
FileMaker Server as an application, not a service or daemon, the
application must be kept in the foreground.  Otherwise, severe
degradation of performance for FileMaker Server will ensue.  There are
two very easy ways to achieve control over this process.

The first is a simple AppleScript applet (save as an applet, never
show start-up screen) triggered at determined intervals by the Scheduler in
FileMaker Server.

Here is the entire text of that applet:

on open
run

end open

on run
tell application "FileMaker Server"

activate
end tell

end run

This applet when run assures that FileMaker Server goes into the
foreground; if it is already there, the applet has no effect.

The Scheduler is shown below.  Select the type task (Run Script).
Set it to operate on No Databases. (It's not a database that's being
triggered, it's the applet.)  Specify the applet.  Then select the days and
times to run it.  Once every 30 minutes is usually enough.
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Figure Five.  Macintosh OS 9 Scheduler Window FileMaker Server

There is another way to help prevent FileMaker Server's being sent to
the background as well.  From the Apple Menu, select Controls Panels ‡
General Controls.  Then in the box labeled "Show Desktop When In
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Background"  uncheck the option.  That way there is no background
accidentally to click on when FileMaker Server is running.

Figure Six.  Show Desktop when in background.  Uncheck this.

Generally speaking, when running OS 9 for use with FileMaker
Server, disable all unnecessary system extensions so as to run as lean an
operating system as possible.  AppleShareIP should never be on a machine
used as a FileMaker Server CPU.10  File sharing should be off, as
described above.  Also disable the Sherlock indexing system as the
indexing process can damage hosted FileMaker Pro files.

In a following section on configuration of FileMaker Server for Red
Hat Linux, we will discuss partitioning of drives between operating
system, FileMaker Server, and the FileMaker Pro data files.  For Windows
2000 Server and Macintosh OS X, current best thinking is that the
operating system should be on one partition, and that the FileMaker Server
executable and the data files should be kept on a separate partition or drive
internal to the server CPU.  This will yield optimal performance for the
system as a whole. The files should not ever be kept on a networked drive.
In the instance of a RAID 5 array with a true UW SCSI configuration they
might be kept on a RAID drive array.

                                               
10 If it ever has been, we recommend a complete reinitialization of all drives, a
reinstallation of a the core Macintosh OS 9, and a reinstallation of FileMaker
Server and the FileMaker Pro files.  Make a complete backup before doing
this.
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FileMaker Server Service or Daemon Configuration

Specific configurations for the FileMaker Server service or daemon
vary by platform. There are some common configurations for all versions
however:

•Number of files

•Number of guests

•Option to disconnect idle guests

•Option to host single user files

•Option automatically to download updates

•Option to enable remote administration.

As a rule of thumb, you should set the number of files to host and the
number of guests allowed to connect to about 10% over what you think
will be needed.  For example, if you expect a maximum of 30 guests, set
the guest limit to 33.  That way, FileMaker Server does not have to hold
open unused "worker threads" and network sockets for guests that don't
exist.

Disconnecting idle guests is an option, especially on very busy
networks, to prevent guests from retaining open files. If a guest leaves the
cursor in a field of a record and then goes off to lunch or to a three hour
meeting, the record remains locked.  This can cause problems for other
guests.

When FileMaker Server attempts to disconnect an idle guest (or to
disconnect one that is not idle for that matter), it sends a message to the
guest asking the guest to close the file and advising that an automatic
attempt will be made in approximately 30 seconds.  Should the guest
dismiss or cancel that request, a second request will be sent.  If the guest
also dismisses that request, the guest will be automatically disconnected.
Changes made by that guest in a record that have not been committed will
not be retained.  Should the guest have been editing a large text field, all
the changes would then be lost.  Users should be trained to respond
appropriately to the dialog.  In FileMaker Pro 6 and FileMaker Pro 5.5v2,
the option to disconnect the guest requires that the password used to log
onto the file permit such disconnections.  (For example, the password used
for FileMaker Unlimited to open a file to host to the web should have the
Idle Disconnect option disabled so the database isn't closed in  Unlimited
overnight when it's not accessed.)  Administrators therefore must carefully
consider the relative weight of the importance of enforcing the disconnect
with the potential inconvenience to the guest versus the importance to
whatever network wide process might require that the guest be
disconnected.
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The option to host single user files has been present since FileMaker
Server 5.0v1.  It offers the advantage of not requiring files to be set to
multi-user in order to be hosted.  It offers the disadvantage that the name
of the file can not be hidden as is the case with the multi-user hidden
option.   And contrary to popular belief in some quarters, the single user
file is available simultaneously to all guests, not to just one at a time.

FileMaker Server also allows, in conjunction with FileMaker Pro 6 or
FileMaker Pro 5.5, administrators automatically to download updates of
plug–ins to user workstations.

Remote administration is a key feature of FileMaker Server.
FileMaker Pro 6 or FileMaker Pro 5.5 can remotely gather extensive
information about network activity, files, and guests, including the key
reading of cache hits.  When used in conjunction with the Server Remote
Admin Plug-in it also permits opening and closing files within the
FileMaker Server daemon or service and sending messages to the guests
connected to the server.  Except for Macintosh OS 9 where there is also a
local admin window and Red Hat Linux and Windows where all
administration could also be done through command lines, it is almost a
requirement for the remote admin feature to be enabled for adequate
administration of the files and of FileMaker Server.  Macintosh OS X also
has the FileMaker Server Config cocoa application interface that provides
some, but not all of these functions.  Through manipulation at the core OS
level, FileMaker Server on OS X can also be controlled via the command
prompt similar to Linux.

All these preferences are set in the GUI Preferences tab11 or consoles,
except for Red Hat Linux.  On Windows 2000 you make this tab appear
by right clicking on the root level icon of the FileMaker Server executable.

                                               
11 Or in the FileMaker Server Config Cocoa application interface on
Macintosh OS X.
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Figure Seven. Root Level icon of FileMaker Server executable.

Figure Eight.. FileMaker Server Preferences. Windows 2000 Server.
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On the Windows 2000 Server platform, as shown, there are additional
settings.  The first of these is the "database cache" setting.  On modern
OS, RAM memory is dynamically allocated to the service or daemon.  The
cache setting permits assignment of a specific amount of memory for
FileMaker Server cache.  The maximum amount of cache is 40MB. Given
the speed of memory and bus setting the cache to 40MB and leaving it
there is acceptable.  You could spend time trying to keep the average
cache hits in the 95 to 100 percentage range, but the advantages are
minimal.  You can force the cache to flush at a specific interval by
selecting the "Flush cache every…" option.

Figure Nine. Remote Admin Window of Mac OS 9.1 connected to
Windows 2000 Server running FileMaker Server showing Cache Hit
percentages.
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Figure Nine A. Remote Admin Window of Windows 98 connected to
Macintosh OS X running FileMaker Server showing Cache Hit
percentages.

Figure Nine B. Remote Admin Window of Macintosh OS X  connected
to Macintosh OS 9 running FileMaker Server showing Cache Hit
percentages.

There are several additional Preferences for FileMaker Server on the
Windows 2000 Server platform.  Perhaps the most important of these is
Domain Name Authentication.  FileMaker Server, for the first time, can
require guests running either FileMaker Pro 6 or FileMaker Pro 5.5 to log-
on to a Windows Domain prior to being able to access files hosted by
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FileMaker Server.12  This option is selected from the "Guests" tab of the
Preferences window by use of a check box.

Figure Ten.  Domain Name Authentication.  FileMaker Server on
Windows 2000 Server.

 Under "File Types" you can assign up to sixteen customized
extensions (usually related to files that were attached to a runtime version

                                               
12 This feature requires FileMaker Pro 6 or FileMaker Pro 5.5v2.
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of FileMaker Pro using the Developer Tool) that FileMaker Server will
open automatically.

Under "Directory Service" you can register a particular CPU running
FileMaker Server with an LDAP (Lightweight Directory Access Protocol)
server on your LAN or WAN including Microsoft Active Directory.  This
causes the Server to be published on the LDAP server.  Thus,
appropriately configured clients will get the server’s IP address from the
LDAP server and the client will make a direct connection to the server.
The advantages are that the clients will not make UDP broadcasts to find
the servers in their subnet, servers outside their subnet will appear in the
list, and administrators can have full control of what servers show up in
the list.

Under "Logging" you can require FileMaker Server to generate
specific types of logs of its activity.  Extensive details on all these matters
can be found in the Administrator's Guide that accompanies the FileMaker
Server install CD.
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Figure Eleven.  File Type Registration. Windows 2000 Server.
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Figure Twelve.  Directory Service Registration.  Windows 2000
Server.

Before moving to Macintosh OS X options, let us discuss the issue of
network protocols.  As noted earlier, FileMaker Server across various
platforms supports a variety of networking protocols.
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Table One below summarizes these options:

Platform AppleTalk IPX/SPX TCP/IP

Macintosh OS 9 Yes No Yes

Macintosh OS X No No Yes

Windows 2000 Server No Yes Yes

Windows NT 4 Server No Yes Yes

Red Hat Linux No No Yes

Table One.  Networking options. FileMaker Server

As you can see, TCP/IP is the only cross–platform protocol.  As we
said earlier in this paper, we recommend this as the exclusive networking
protocol.

Turning now to FileMaker Server on OS X, we can see the
Preferences tab is very similar to that of the Windows 2000 Server
version.  This window is activated by launching the Cocoa application
FileMaker Server Config so as to provide a GUI basis for configuring the
daemon.  When launched this GUI provides several menu items including:

•FMServer Config

•File

•Schedules

Under the FMServer Config menu select the "Preferences" menu
item to bring up the Preferences tab window.

To launch the daemon and thereby host the files for guest access,
click on the "Start Server" button in the FileMaker Server subwindow
opened when FileMaker Server Config is launched.  You will then see the
icon shown below in Figure Fourteen.

The menu items for "File" and for "Schedule" allow for the opening
or closing of files (locally) and for setting the various schedule options
similar to those in Windows 2000 Server and in Macintosh OS 9 (see
Figure Five).

Settings for Server cache are found under the "File" tab.  As was the
case with Windows 2000 Server, the limit here is 40 MB of memory
capable of being reserved for cache.  As before, the objective is to produce
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cache hits in the 95 to 100 range during normal, consistent use.  If that
number is below 95, then increase the amount of cache 1 MB at a time.
Or, just set it to 40MB and leave it there.  (See Figures Nine, Nine A, and
Nine B).

FileMaker Server running on Macintosh OS X can also be registered
on an LDAP Server.  Options for this are in the "Directory Service" tab.

While FileMaker Server running on OS X does not have a Domain
Name Authentication requirement, it is important to note that FileMaker
Pro 6.0 or FileMaker Pro 5.5v2 itself can respond to the demand from
FileMaker Server running on Windows 2000 Server for Domain Name
Authentication.

Figure Thirteen.  Macintosh OS X.  FileMaker Server Preferences.
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Figure Fourteen.  Daemon is running. OS X.

FileMaker Server running on Macintosh OS 9 has, as we noted earlier
in another context, some special considerations when configurations are
selected.

Unlike all the other OS, Macintosh OS9 runs the program as an
application, rather than as a service or daemon.  Memory is set in two
different fashions.  First, in the Get Info Box application memory can be
set.  And in that instance Minimum and preferred sizes should be identical.
This figure should not be over 40 MB.  Reports of Administrators and
developers setting very high numbers, in one instance 1 GB, in this option
are a cause for concern.  The program can only use 40 MB memory; don't
exceed that in the Get Info Box or instability can occur.  Cache may be
reserved in the Preferences as is the case with other operating systems.
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Figure Fifteen. The get Info box memory settings on Macintosh OS 9.

FileMaker Server makes extensive use of cache to disk to cache
actions as noted earlier.  For that reasons, Virtual Memory on the
Macintosh OS 9 platform should be turned OFF when running FileMaker
Server.
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Figure Sixteen.  FileMaker Server on Macintosh OS 9 Preferences

Directory Services for LDAP registration as well as the options
available on the other OS we have seen are also available in the Macintosh
OS 9 configuration for FileMaker Server.

As noted, FileMaker Server runs as an application on Macintosh
OS9, and it should always be kept in the foreground.  Moreover, there is a
special option that should be selected in the Administration Tab
Preferences to have FileMaker Server demand maximum performance
from the CPU.

Special Considerations for Red Hat Linux

Red Hat Linux is a totally different operating system from Macintosh
OS X, Windows 2000 Server, Windows NT 4 Server, or Macintosh OS9.
FileMaker Server must therefore be configured in a radically different
fashion on Red Hat.  Note that FileMaker Server is certified to run on Red
Hat Linux 6.2 or 7.0, but it has been known to work reliably on 7.2, none
higher at the time of this writing.

The first major difference is simply in how the operating system
works.  Although some very beautiful graphical interfaces exist for Linux,
the machine is being configured as a server and it is less than desirable to
dedicate processor cycles and memory to an interface that will not be
used.  Therefore, FileMaker Server does not have any graphical interface
for configuration or administration on Linux.  Note that remote
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administration works through the same graphical interface as any other
platform, though.

It is beyond the scope of this article to teach how to use Linux.  Tons
(literally) of books exist to do this.  The article will, however, discuss how
to install and configure FileMaker Server on this platform.

An early consideration in the creation of the FileMaker Server
machine is hardware.  The hardware should be on the supported hardware
list available at Red Hat’s web site.  The other topics discussed earlier
apply equally here, such as using SCSI or RAID and network class NICs.

During installation of Red Hat Linux, the administrator is presented
with an option of setting the machine up as a Workstation or Server, or
performing a Custom setup.  It is best to select Custom to control hard
drive partitioning and components installed.  An ideal configuration for
FileMaker Server would be to partition multiple drives something like the
table in Figure 16.

Device MountPoint Type Size Description

sda1 /boot Ext2/3 20M Boot information –
this should be in the
first 1024 cylinders

sda2 Swap Swap 2x
RAM

Memory swap area –
generally twice the
physical RAM
installed

sda3 / Ext2/3 2-3G System software here

sda4 Extended partition

sda5 /var/log Ext2/3 128M Isolate the logs
preventing overgrowth
and destabilization

md0 /var/fmserver Ext2/3 * The database files
reside here on a RAID
drive.

 Figure Seventeen. FileMaker Linux Partitioning

When picking the packages to install, be aware that most of them are
unnecessary for FileMaker Server, but some may ease administration later.
For example, OpenSSH is an important tool for securely connecting to the
server from a remote location, offering a telnet-like connection and more.
Samba is useful for connecting to Windows shares (or acting as a
Windows file server) to get the files to host.  If plans include the use of an
LDAP server, install OpenLDAP as well.
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After installing the operating system, be sure to use the Red Hat
Network to update your system with the latest fixes and security patches.
Red Hat is very good at releasing patches very quickly if any trouble is
discovered, and the Red Hat Network is an invaluable tool for making the
updates readily available.

On to the installation and configuration of FileMaker Server itself.
Log into the system as the root user, or as a normal user and use the
"sudo" command to execute the commands with root capabilities.  The
FileMaker Server CD will need to be mounted after inserting it into the
drive:

cd /mnt

mount cdrom

cd cdrom/Linux

In this directory is the FileMaker Server package which can be
installed using RPM.  Execute the command rpm –ivh fmserver-
5.5.1.i386.rpm as in figure eighteen.

Figure Eighteen. Installing FileMaker Server

The files have now been installed, but since a graphical installer
similar to that available in Mac and Windows is not used, registration of
the software needs to be performed manually.  Note that running
fms_registration with no parameters results in some instruction.  Execute
the command fms_registration <reg code> <path> where the path is
/usr/bin/fmserverd with most installations.  See figure nineteen.

Figure Nineteen. Registering the FileMaker Server software

Now the Server must be configured.  The same general rules follow
as the other operating systems, it’s just configured through a text file
rather than through a graphical interface.  The /etc/fmserver.conf file is a
self-documented text file used for the configuration of FileMaker Server.
Use any text editor to manipulate this file.  Pico is a simple, easy to use
text editor.  Execute the command pico /etc/fmserver.conf to open the file
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for editing.  Use Ctrl-O to write the file out to the drive.  Use Ctrl-X to
exit pico.

This file is also where all of the settings for the cache size and
locations of log files are configured.  Cache hit information is still
retrieved from the remote administration window and the rules apply the
same as the other operating systems.  Creation of log files and their
locations are configured here as well, so the administrator can track what
has been happening with the FileMaker Server over time.

Figure Twenty. Editing fmserver.conf

Since the Server is configured in a text file, the remote administration
and LDAP account passwords are available in this text file.  Rather than
make this a plain text entry of the password, it is hashed.  To set the
passwords, a command-line application is used.  Execute fmspasswd to
run this application.  Prompts will ask for locations of the configuration
file, which password to set, and what password to use.  Pressing return at
the file path prompt will use the default.

Figure Twenty one. Setting the remote admin password

The FileMaker Server should be ready to go now.  By default the
daemon is setup to load automatically on startup, but this should be
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checked.  The chkconfig utility shows what daemons or services are
available and whether they will load.  In order to understand the output of
chkconfig, a brief understanding of runlevels is necessary.  Multiple
runlevels exist in Linux and each has a specific purpose (see figure twenty
two).  Chkconfig shows what runlevels a daemon is configured to start on.
By default, when telling chkconfig to turn a daemon on or off it
understands this as referring to runlevels 3 through 5, the three levels with
networking capabilities.  So, to tell FileMaker Server to automatically
start, execute the command chkconfig fmserverd on and the check the
startup rules execute chkconfig --list fmserverd.

Run-level Task
0 Halt
1 Single-user
2 Multi-user without networking
3 Multi-user with networking
4 not defined
5 X11 (boot to X-windows)
6 Reboot

Figure Twenty two. Linux runlevels

Figure Twenty three. Chkconfig utility for setting runlevel daemons

Somehow the database files need to be transferred to the Server.  This
can be done in a variety of ways.  An FTP server can be setup on this
machine to allow files to be sent in.  Or a Windows file share could be
mounted to copy databases from.  For example, follow these commands to
mount a Windows share:

cd /mnt

mkdir /data

smbmount //server/share data -o username=<user>

cd data

Now the files can be copied out of that share to the /var/fmserver
directory.  If multiple directories need to be copied, then use a command
like cp -R * /var/fmserver will copy everything in the current directory
and all subdirectories to the /var/fmserver directory.

Doing these copies as root will cause trouble, though, because the
files will be created with root as the owner.  FileMaker Server will not be
able to open the files with this ownership.  The easy way to take care of
this is to change to the fmserver user before copying using the su



Effective and Powerful Use of FileMaker Server
                                                                                                                                                   

                                                                 
©Copyright, Steven H. Blackwell and Tony Miller, 2003.  All rights reserved under both

Pan American and international conventions.

31

fmserver command.  If the files have already been copied, the chown -R
fmserver.fmserver /var/fmserver/* command will change the ownership
of every file in /var/fmserver and subdirectories to fmserver user and
fmserver group.

Restarting will cause FileMaker Server to start, but Linux is meant to
be an operating system where restarts are nearly unnecessary.  So, to start
FileMaker Server, simply use the command line to start the fmserverd
daemon - fmserverd  This command is also how files can be loaded and
unloaded, the server paused for backups, and messages sent from the
server itself rather than from remote administration.  Executing fmserverd
--help will result in a list of all possible commands.  Use fmserverd
FILES to list all the database files currently open on the server.  These
commands will be used when creating scripts to backup the databases.

To setup backup routines, the power of the operating system is
harnessed on Linux.  A script should be created and executed at certain
times using the cron service.  A sample script has been included with the
software and installed into the /usr/doc/fmserver-5.5 directory.  It is quite
advanced and worth checking out.  In this article a much simpler script
will be used.  First, create a directory to use as a backup directory – mkdir
/home/fmserverbackup.  Then create subdirectories for each time the
backup is to be run – mkdir /home/fmserverbackup/0600, mkdir
/home/fmserverbackup/1800.  Then, create a script for each time to
execute the backup using pico or a similar editor.  The script might be
something like this:

#!/bin/sh
rm –Rf /home/fmserverbackup/0600/*
fmserverd PAUSE
cp –Rf /var/fmserver/* /home/fmserverbackup/0600
fmserverd RESUME

Do this for every time that you want the backups to run, changing the
directories referenced and the name of the script.  Then, setup the
/etc/crontab file to execute the scripts at the desired times.  The crontab
file has five columns at the beginning of each line.  These columns
indicate the times and days to run the given command.  From left to right
these columns are the minute, hour, day of month, month, and day of week
to perform the task.  For more information about cron, see the man pages
for cron – man cron.  So, after adding three backups for the day at 6am,
6pm, and 11pm, the crontab looks like figure twenty four.
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Figure Twenty four. crontab file with three FileMaker backups

Obviously, these backups are only backups against data disasters
(“Um, I hit this Delete All button. Can you do something about that?”) but
not against physical disasters.  The /home directory is preferably on a
different physical drive than the /var/fmserver directory, so that helps.  But
the only truly safe backup would be on some other media kept in a
different location.  Configuring the transfer of data from the local backups
to the remote location will be left to the reader’s discretion.

Network Architecture and Related Issues

In addition to proper hardware, operating system, and FileMaker
Server configuration, powerful and effective use of FileMaker Server
requires close attention to a number of network architecture and
configuration issues.

The first of these is IP address assignment.  Server CPU's should
have static IP addresses, not dynamically assigned ones.  If using Dynamic
Host Configuration Protocol (DHCP) assignments on the network, then
the CPU running FileMaker Server should be assigned an IP address from
the block reserved for static purposes.  Failure to do this could cause the
server to drop off the network from time to time interrupting connections
with guests.  This results in data loss and possible file damage.

Effective data transfer requires either 10BT or 100BT networks at
least.  Modern CPU's can support 100BT traffic demands without
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problem.  However on such machines and especially on the server CPU,
be sure to specify the speed and duplex settings according to your network
switch or hub’s capabilities rather than letting it auto-detect.
Auto–detection or auto–sensing can cause problems with data transfer and
cause the server to drop off the network.

The subject of WAN access and proper configuration of routers has
been a source of extraordinary confusion in relation to FileMaker Server
5.0 and to FileMaker Server.  If using Network Address Translation (the
usual situation in many larger networks), routers must allow access for
packets for TCP on Port 5003, but block outgoing UDP packets on Port
5003 when using FileMaker Server 5.0.  Now, however, when using
FileMaker Server with NAT, Port 5003 must be open for TCP; UDP is not
a consideration either way.

WAN bandwidth issues with remote FileMaker Pro users connecting
to networks running FileMaker Server deserve consideration.  While many
of the performance issues in such a configuration stem from file
architecture and design,13  performance on even a full T-1 running at
1.54Mbps can be degraded by a variety of circumstances including the
number of hops and overall circuit latency.  When using the public
Internet as a WAN, this problem can be exacerbated by vagaries of
Internet behavior.  Administrators have some level of control over two
hops in such a situation:  the connection from the server LAN to the
Internet and the connection from the guest LAN to the Internet.

Dialup remote access into FileMaker Server, as distinguished from
fixed connections such as ADSL, SDSL, T-1, frame relay, etc. is best
accomplished by use of a device known as a PPP server.  This small
device operates as a node on the same LAN as the FileMaker Server CPU.
It accommodates between one and four analog modems or ISDN Terminal
Adapters.  It provides for multiple, simultaneous dial-up access to the
network, allowing dial-up guests to access the FileMaker Pro files hosted
by FileMaker Server as if those guests were local on the LAN.

Terminal Services and Citrix MetaFrame are additional highly
recommended options for remote access to FileMaker Pro files hosted on
FileMaker Server.  Citrix requires a separate server running multiple
simultaneous sessions of FileMaker Pro, each of which connects to
FileMaker Server.  Remote guests using a Citrix ICA client (Macintosh,
Windows, Linux, Unix, or any Java Virtual Machine) establish a TCP/IP
based connection to one of those multiple sessions of FileMaker Pro
running on the Citrix server.  Thereafter only keyboard, video, and mouse
data are sent over the connection, enabling a robust performance for the
remote guest. An additional capability of Citrix is nFuse which allows for
remote connections through web browsers. This could be an effective
method of deploying full FileMaker functionality over the web while

                                               
13 A topic outside the scope of this article as previously noted.
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maintaining the full ease of use characteristic of FileMaker Pro. Such
configurations require a FileMaker Pro volume license.  See the
FileMaker, Inc. website for the latest White Papers on use of FileMaker
Pro 6 with both Terminal Services and Citrix MetaFrame XP as well as
the recent FileMaker Advisor14 article.

Review and Summary.

In this article we have explained how FileMaker Server, running on a
variety of Operating Systems, serves as the core of a modern distributed,
multi–user information system.  It provides for the robust, safe, and
vigorous distribution of FileMaker Pro files to Local Area Networks, to
Wide Area Networks, and to the World Wide Web for modern browser
access in conjunction with FileMaker Pro 6 Unlimited.

We have outlined at some length and specificity a variety of
requirements and recommendations for hardware and software
configuration for use in the FileMaker Server environment.  We have
explained distinctions among the various configuration options on a
platform by platform basis.

We encourage developers, IT/IS/DBA personnel, and others
interested in these issues to monitor the FileMaker, Inc. web site at
http://www.filemaker.com on an on-going basis for additional
information, tech info advisories, and white papers about
recommendations and issues related to the use, configuration, and
deployment of FileMaker Server.

##########

                                               
14 "The Case for Citrix and Terminal Services" by FMI Senior Systems
Engineer Bill Heizer and FSA Partner Cris Ippolite.  January 2003 issue of
FileMaker Advisor magazine.
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